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Secure and Efficient Distributed Computing
From Byzantine Consensus to Real-World Systems

| design consensus protocols that keep distributed systems trustworthy and efficient, even when nodes fail, networks fluctuate, or participants behave maliciously.

Research at a Glance A roadmap that connects protocol design, deployment lessons, and standardization.

Distributed Cryptography

Consensus Protocols

Real-World Systems
BFT - SMR - Atomic Broadcast

MPC - Threshold Crypto - Distributed Randomness Blockchain - Deployment - Standardization
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Current focus: efficient Byzantine consensus as a foundation for broader secure distributed computing.
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Consensus: why it matters Efficient BFT under partial synchrony
One primitive, many distributed systems Can we improve performance without hidden costs?
. . a state-of-the-art communication-optimal protocol _
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All loyal generals decide upon the same plan of action Agree on a common ervices ystems ryptography Marlin / Pike optlmal two-phase linear BFT with practical view-change trade-offs
A small number of traitors cannot cause the loyal state/ order despite State Machine Transaction MPC - DKG - DSN’22 - TC'25 Inspired follow-up work on two-phase BFT in leading security and distributed-systems venues
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weak certificates exploit heterogeneous networks and improve robustness
First to use weak certificates with f + 1 votes, reaching the information-theoretic minimum
Takeaway: BFT is the core technology of fault-tolerant distributed computing,
and BFT consensus sits on the critical path of the entire distributed system. Takeaway: efficiency is multi-dimensional; no single mechanism optimizes every metric.
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€D Efficient BFT under asynchrony
Can we break through the bottleneck of theoretical complexity? A deployment lens from financial infrastructure
Most asynchronous BFT protocols are built on broadcast primitives (e.g., RBC) and agreement primitives (e.g.,, MVBA, RABA, ABA). Dashing1 was deployed in mBridge, a cross-border payment system; the deployment exposed
P limi/_ Message O\ A key observation bottlenecks beyond protocol complexity.
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Takeaway: sometimes the right abstraction makes an old primitive useful again. _over 25 observing members __ Project mBridge: Connecting economies through CBDC, 2022
\ ) ] ~  Project mBridge: experimenting with a multi-CBDC platform for cross-border payments, 2023
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Turning proofs and deployment lessons into reusable requirements BFT protocols, cryptography, and Al form a two-way research agenda
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General path | 1SO/TC 307 14 published - 25 in development interoperability - identity - tokenization/Web3 ‘,-'an‘ | n —?
Protocol — requirement |IEEESA 25 published - 71 in development consensus framework - testing a: i :a M Crypto for BFT o Y ”_20
0 _ _ I ITU-T 49 published - 39 in development applications - security - performance evaluation A “s’ o | S&P'25 - TC'25 - TIFS'24 - EuroSvs'23 - DSN'22 }O
L e o ELTE L U Ichina 17 published - 33 in development P e B e T Y W urooys i |
M National standards M Industry standards - BFT P t I Cryptographlc
9 System-level security ) ¥ Local standards 2 | Number of group standards. FOtocCoIS "mmsm BFT for Crypto ‘ TeChnlqueS
o] 50 — E = =
e Consensus requirements 1"2 jz [ g CBC- BRIEIF ’ ASA *ACS - NDSS’25 Ongoing: MPC optimization Threshgld.(:ryptography - MPC -
g . I Eom - SMR... ZK - Distributed Randomness...
® . - % - i
Safety - liveness - finalit 2 i 3 150 1
O safety y 5. s ' BFT + Crypto R
Y E 100 {
; 15 - 2 1 for AI Future work ,’
Assumptions + properties + 2 v ] i 3 w0 v ; p_
verification é Z H = ' | l | I | : N AI for BFT 7 .-I I-. \] ,’ AI for crypto
2018 2019 2020 2021 2022 2023 2024 2025 2026 2018 2019 2020 2021 2022 2023 2024 2025 2026 - R . ’
Time Time Proof engineering and Q_h r._p 4 [ Promising direction j
ﬁ formal verification .—‘-m—.
¢ » sl ditectioninsn:
ThEOI‘y e Protocol Deployment h Our latest work: séé Potentlzl direction inspired
e - . g 4: . . ' y Al for BFT
properties — criteria algorithm — specification practice — guidance accepted at CCS 2026 Al
, - , LLMs - automated reasoning -
- Assumptions « Properties - Tests * Roles, states, logs, message formats. « WAN instability, slow links, recovery paths. tomTalventication
. « Certificates, thresholds, validation rules. « Version consistency, timer/clock gaps, i ’
testable requirements reusable specification deployment guidance 11 1 1 1
N VAN g VAN e Y, Secure and Efficient Distributed Computing
- / - /

Organizers

=

= @ THE HONG KONG

W

\s AND TECHNOLOGY

UNIVERSITY OF SCIENCE

Coverage: 14 / 20 economic sectors (selected);
reviewed group-standard records (n=309).

TAS | MEA | A

=

NUS B

B8 &
Tl ﬁ
National University
SEOU L of Singapore N
NATIONAL

UNIVERSITY

o
1uU

1% 4 %

Tsinghua University



